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Deciding whether to use the Upgrade Express Guide

This guide describes how to upgrade an ONTAP cluster with the automated upgrade feature using
ONTAP System Manager.

Note: This is archived content. See https.//docs.netapp.com/us-en/ontap/ for the most current
ONTAP upgrade documentation.

You can also perform an automated upgrade using the command line interface (CLI); however,
using ONTAP System Manager is preferred.

Beginning with ONTAP 9.3, automated upgrades can be performed for all ONTAP upgrades
including MetroCluster configurations. However, automated upgrades for MetroCluster
configurations are only supported by ONTAP System Manager for clusters with four nodes. If you
need to upgrade a MetroCluster configuration for a cluster with a number of nodes other than four,
you should use the CLI procedures in the ONTAP Upgrade and Revert/Downgrade Guide.

You should use this guide if you want to use ONTAP System Manager to:

» Perform an automated upgrade from ONTAP 9 or later for all non-MetroCluster configurations
with two or more nodes.
If you want to perform a manual upgrade and you have less than eight nodes in your cluster,
you should use the procedures in the ONTAP Upgrade and Revert/Downgrade Guide. Manual
upgrades are not recommended for clusters with eight or more nodes.

» Perform an automated upgrade for single-node clusters running ONTAP 9.4 or later.
Beginning with ONTAP 9.4, you can perform an automated upgrade on a single-node cluster.
If you want to upgrade a single-node cluster running ONTAP 9.3 or earlier, you should use the
CLI procedures in the ONTAP Upgrade and Revert/Downgrade Guide.


https://docs.netapp.com/us-en/ontap/
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Cluster software update workflow

You can use the cluster software update workflow to perform the entire process.
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Performing manual checks before an automated cluster
upgrade

Before performing an upgrade or downgrade you must manually check that the cluster is ready,
make any required configuration changes, and obtain and install the target ONTAP images.

Steps

1. Reviewing pre-update resources on page 5
Before updating the ONTAP software, you should review resources to understand issues you must
resolve, understand new system behavior in the target release, and confirm hardware support.

2. Preparing for an update using Active 1Q Digital Advisor on page 6

Active 1Q Digital Advisor identifies issues in your environment that can be resolved by upgrading
to a newer version of ONTAP and the Upgrade Advisor component helps you plan for a successful
upgrade.

3. Reviewing cluster upgrade requirements on page 6

Before updating the ONTAP software, you must verify that your cluster meets the general
requirements. Some configurations and features also have requirements that you should
understand.

4. Verifying cluster upgrade limits on page 9

Before upgrading the ONTAP software, you must verify that your cluster does not exceed the
platform system limits. SAN also has limits that you should verify in addition to the platform
system limits.

5. Preparing to upgrade nodes using NetApp Storage Encryption with external key management
serverson page 9

If you are using NetApp Storage Encryption (NSE) on ONTAP 9.2 or earlier and upgrading to
ONTAP 9.3 or later, you must use the command line interface (CLI) to delete any existing external
key management (KMIP) server connections before performing the upgrade.

6. Obtaining ONTAP software images on page 10

For ONTAP 9.4 and later, you can copy the ONTAP software image from the NetApp Support Site
to a local folder. For upgrades from ONTAP 9.3 or earlier, you must copy the ONTAP software
image to an HTTP server or FTP server on your network.

Reviewing pre-update resources

Before updating the ONTAP software, you should review resources to understand issues you must
resolve, understand new system behavior in the target release, and confirm hardware support.

Steps
1. Review the Release Notes for the target release.
ONTAP 9 Release Notes

The "Important cautions" section describes potential issues that you should be aware of before
upgrading to the new release. The "New and changed features™ and "Known problems and
limitations" sections describe new system behavior after upgrading to the new release.

2. Confirm that your hardware platform is supported in the target release.

NetApp Hardware Universe
3. Confirm that your cluster and management switches are supported in the target release.


https://library.netapp.com/ecmdocs/ECMLP2492508/html/frameset.html
https://hwu.netapp.com

Upgrade Express Guide
Performing manual checks before an automated cluster upgrade

Your NX-OS (cluster network switches), IOS (management network switches), and reference
configuration file (RCF) software versions must be compatible with the version of ONTAP to
which you are upgrading.
NetApp Interoperability Matrix Tool

4. If your cluster and management switches do not have the minimum software versions for the
target ONTAP release, upgrade to supported software versions.
NetApp Downloads. Cisco Ethernet Switch

NetApp Downloads.: NetApp Ethernet Switch
5. If your cluster is configured for SAN, confirm that the SAN configuration is fully supported.
All SAN components—including the target ONTAP software version, host OS and patches,

required Host Utilities software, multipathing software, and adapter drivers and firmware—
should be supported.

NetApp Interoperability Matrix Tool

Preparing for an update using Active 1Q Digital Advisor

Active 1Q Digital Advisor identifies issues in your environment that can be resolved by upgrading
to a newer version of ONTAP and the Upgrade Advisor component helps you plan for a successful
upgrade.

Before upgrading, you should launch Active IQ and review the Active 1Q health summary to help
assess the health of your cluster.

Active 1Q enables you to optimize your data infrastructure across your global hybrid cloud by
delivering actionable predictive analytics and proactive support through a cloud-based portal and
mobile app. Data-driven insights and recommendations from Active 1Q are available to all NetApp
customers with an active SupportEdge contract (features vary by product and support tier).

Related information
Launch Active 1Q
Active 1Q documentation
SupportEdge Services

Reviewing cluster upgrade requirements

Before updating the ONTAP software, you must verify that your cluster meets the general
requirements. Some configurations and features also have requirements that you should
understand.

Cluster update requirements

There are release and configuration requirements that your cluster should meet before you perform
an update. Additionally, there are mixed version requirements that you should be aware of while
you are performing the update.

Note: Before upgrading, you should launch Active 1Q Digital Advisor. The Upgrade Advisor
component of Active IQ Digital Advisor helps you plan for a successful upgrade.

Release requirements

The version of ONTAP that you can upgrade or downgrade to varies based on the version of
ONTAP currently running on your nodes. You can determine the current version of ONTAP
running on each node by using the syst em i mage showcommand.


https://mysupport.netapp.com/matrix
http://mysupport.netapp.com/NOW/download/software/cm_switches/
http://mysupport.netapp.com/NOW/download/software/cm_switches_ntap/
https://mysupport.netapp.com/matrix
https://aiq.netapp.com/
https://docs.netapp.com/us-en/active-iq/
https://www.netapp.com/us/services/support-edge.aspx
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Note: If you are running a release earlier than Data ONTAP 8.3.x, you cannot upgrade directly
to ONTAP 9 or 9.1. You must upgrade to Data ONTAP 8.3.x first, then upgrade to ONTAP 9 or

9.1

You can upgrade from... To...

ONTAP 9.7 ONTAP 9.8

ONTAP 9.6 ONTAP 9.7 0r 9.8

ONTAP 9.5 ONTAP 9.6 or 9.7

ONTAP 9.4 ONTAP 9.5

ONTAP 9.3 ONTAP 9.4,9.50r 9.7
Note: If you are upgrading from ONTAP 9.3 directly
to 9.7, you must download the software image for
ONTAP 9.5 and 9.7. The automated upgrade process
uses the 9.5 image in the background to complete the
update to 9.7. You should expect multiple reboots
during the process.

ONTAP 9.2 ONTAP 9.3

ONTAP 9.1 ONTAP 9.2 0r 9.3

ONTAP 9 ONTAP 9.1

Data ONTAP 8.3.x ONTAP9o0r9.1

Data ONTAP 8.2.x Data ONTAP 8.3.x

You can downgrade from... To...

ONTAP 9.1 ONTAP 9

Note: Downgrade of a two-node MetroCluster
configuration from ONTAP 9.1 to 9 is disruptive.

You must perform a revert from... To...

ONTAP 9.8 ONTAP 9.7
ONTAP 9.7 ONTAP 9.6
ONTAP 9.6 ONTAP 9.5
ONTAP 9.5 ONTAP 9.4
ONTAP 9.4 ONTAP 9.3
ONTAP 9.3 ONTAP 9.2
ONTAP 9.2 ONTAP 9.1
ONTAP 9.1 or ONTAP 9 Data ONTAP 8.3.x

Mixed version requirements

Beginning with ONTAP 9.3, by default, you cannot join new nodes to the cluster that are running a
version of ONTARP that is different from the version running on the existing nodes. If you plan to
add new nodes to your cluster that are running a version of ONTAP that is later than the nodes in
your existing cluster, you should upgrade the nodes in your cluster to the later version first, then

add the new nodes.
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Mixed version clusters are not recommended, but in certain cases you might need to temporarily
enter a mixed version state. For example, you need to enter a mixed version state if you are
upgrading to a later version of ONTAP that is not supported on certain nodes in your existing
cluster. In this case, you should upgrade the nodes that do support the later version of ONTAP,
then unjoin the nodes that do not support the version of ONTAP you are upgrading to using the
advance privilege cl ust er unj oi n -ski p-1ast| ow ver si on-node check command.

You might also need to enter a mixed version state for a technical refresh or an interrupted
upgrade. In such cases you can override the ONTAP 9.3 default behavior and join nodes of a
different version using the following advance privilege commands:

e cluster join -all ow m xed-version-join
* cluster add-node -allow m xed-version-join

When you have to enter a mixed version state, you should complete the upgrade as quickly as
possible. An HA pair must not run an ONTAP version from a release that is different from other
HA pairs in the cluster for more than seven days. For correct cluster operation, the period the
cluster is in a mixed version state should be as short as possible.

When the cluster is in a mixed version state, you should not enter any commands that alter the
cluster operation or configuration except as necessary to satisfy the upgrade requirements.

Related information
Launch Active 1Q
Active 1Q documentation

Guidelines for estimating the duration of the upgrade process

You should plan for at least 30 minutes to complete preparatory steps, at least 30 minutes to
upgrade the cluster (depending on the number of nodes), and at least 30 minutes to complete post-
upgrade steps.

The upgrade duration guidelines are based on typical configurations and workloads. You can use
these guidelines to estimate the time it will take to perform a nondisruptive upgrade in your
environment. However, the actual duration of your upgrade process will depend on your individual
environment and the number of nodes.

Understanding LIF migration in the upgrade process

During the upgrade process, LIFs are migrated based on the upgrade method. Depending upon the
upgrade method, the LIF failover policy might or might not be used.

If you have 8 or more nodes in your cluster, the automated upgrade is performed using the batch
method. The batch upgrade method involves dividing the cluster into multiple upgrade batches,
upgrading the set of nodes in the first batch, upgrading their high-availability (HA) partners, and
then repeating the process for the remaining batches. In ONTAP 9.7 and earlier, if the batch
method is used, LIFs are migrated to the HA partner of the node being upgraded. In ONTAP 9.8
and later, if the batch method is used, LIFs are migrated to other batch group.

If you have less than 8 nodes in your cluster, the automated upgrade is performed using the rolling
method. The rolling upgrade method involves initiating a failover operation on each node in an
HA pair, updating the "failed" node, initiating giveback, and then repeating the process for each
HA pair in the cluster. If the rolling method is used, LIFs are migrated to the failover target node
as defined by the LIF failover policy.


https://aiq.netapp.com/
https://docs.netapp.com/us-en/active-iq/
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Verifying cluster upgrade limits

Before upgrading the ONTAP software, you must verify that your cluster does not exceed the
platform system limits. SAN also has limits that you should verify in addition to the platform
system limits.
Steps
1. Verify that the cluster does not exceed the system limits for your platform.

NetApp Hardware Universe

2. If your cluster is configured for SAN, verify that it does not exceed the configuration limits for
FC, FCoE, and iSCSI.

NetApp Hardware Universe
3. Determine the CPU and disk utilization:
node run -node node_name -conmmand sysstat -c¢ 10 -x 3

You should monitor CPU and disk utilization for 30 seconds. The values in the CPU and Di sk
Uti |l columns should not exceed 50% for all 10 measurements reported. No additional load
should be added to the cluster until the upgrade is complete.

Preparing to upgrade nodes using NetApp Storage Encryption with external
key management servers

If you are using NetApp Storage Encryption (NSE) on ONTAP 9.2 or earlier and upgrading to
ONTAP 9.3 or later, you must use the command line interface (CLI) to delete any existing external
key management (KMIP) server connections before performing the upgrade.

Steps

1. Verify that the NSE drives are unlocked, open, and set to the default manufacture secure ID
0x0:

storage encryption di sk show -di sk*
2. Enter the advanced privilege mode:
set -privilege advanced

3. Use the default manufacture secure ID 0x0 to assign the FIPS key to the self-encrypting disks
(SEDs):

storage encryption disk nodify -fips-key-id Ox0 -disk *
4. Verify that assigning the FIPS key to all disks is complete:
storage encryption di sk show status
5. Verify that the mode for all disks is set to dat a:
storage encryption di sk show
6. View the configured KMIP servers:
security key-nmanager show
7. Delete the configured KMIP servers:
security key-manager delete -address km p_i p_address
8. Delete the external key manager configuration:

security key-nmanager del ete-km p-config

Note: This step does not remove the NSE certificates.


https://hwu.netapp.com
https://hwu.netapp.com
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After you finish

After the upgrade is complete, you must reconfigure the KMIP server connections.

Obtaining ONTAP software images

For ONTAP 9.4 and later, you can copy the ONTAP software image from the NetApp Support Site
to a local folder. For upgrades from ONTAP 9.3 or earlier, you must copy the ONTAP software
image to an HTTP server or FTP server on your network.

About this task

To upgrade, revert, or downgrade the cluster to the target release of ONTAP, you require access to
software images. Software images, firmware version information, and the latest firmware for your
platform model are available on the NetApp Support Site. You should note the following important
information:

» Software images are specific to platform models.
You must obtain the correct image for your cluster.

» Software images include the latest version of system firmware that was available when a given
version of ONTAP was released.

» If you are upgrading a system with NetApp Volume Encryption to ONTAP 9.5 or later, you
must download the ONTAP software image for non-restricted countries, which includes
NetApp Volume Encryption.

If you use the ONTAP software image for restricted countries to upgrade a system with
NetApp Volume Encryption, the system panics and you lose access to your volumes.

e Ifyou are upgrading from ONTAP 9.3 to 9.7, you must copy the software image for ONTAP
9.5and 9.7.

Steps

1. Locate the target ONTAP software in the Software Downloads area of the NetApp Support
Site.

2. Copy the software image.

» For ONTAP 9.3 or earlier, copy the software image (for example, 93_q_i nage. t gz) from
the NetApp Support Site to the directory on the HTTP server or FTP server from which the
image will be served

« For ONTAP 9.4 or later, copy the software image (for example, 97_q_i mage. t gz) from
the NetApp Support Site to the directory on the HTTP server or FTP server from which the
image will be served or to a local folder.

Related information
NetApp Downloads. Software

10


http://mysupport.netapp.com/NOW/cgi-bin/software
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Upgrading an ONTAP cluster using the automated method

The automated upgrade method validates the cluster components to verify that the cluster can be
upgraded, installs the target ONTAP image on each node, and then executes the upgrade in the
background. Automated upgrades of multi-node clusters are non-disruptive. Automated upgrades
of single-node clusters are disruptive because single-node clusters lack redundancy.

Starting in ONTAP 9.8, the automated update method also generates an automated MAINT
(Maintenance) Start message before the upgrade begins and an End AutoSupport message after the
upgrade completes or is cancelled.

Automatically updating a cluster using ONTAP System Manager

You can use ONTAP System Manager to update a cluster or individual nodes in HA pairs that are
running ONTAP 8.3.1 or later to a specific version of ONTAP software without disrupting access
to client data. You can also use ONTAP System Manager to automatically perform updates for
single-node clusters running ONTAP 9.4 or later. Single-node cluster updates are disruptive.

Before you begin

* You should launch Active 1Q Digital Advisor.

The Upgrade Advisor component of Active 1Q Digital Advisor helps you plan for a successful
update

» Single-node clusters must be running ONTAP 9.4 and ONTAP System Manager 9.4 or later.
» All of the nodes must be healthy.

The status of your nodes is indicated on the System Manager Dashboard under Alerts and
Notification and under Nodes.

» You must have copied the software image from the NetApp Support Site so that the nodes can
access the image.

Obtaining ONTAP software images
About this task

If you try to perform other tasks from ONTAP System Manager while updating the node that hosts
the cluster management LIF, an error message might be displayed. You must wait for the update to
finish before performing any operations.

Steps

1. Depending on the System Manager version that you are running, perform one of the following
steps:

e ONTAP 9.4 or earlier: Click Configuration > Cluster Update.
e ONTAP 9.5, or 9.6: Click Configuration > Cluster > Update.
e ONTAP 9.7 or later: Click Cluster > Overview

Then in the right corner of the Overview pane, click the three blue vertical dots, and
ONTAP Update.

2. In the Cluster Update tab, add a new image or select an available image.
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If you want to... Then...
Add a new software image from 5. Under Available Software Images, click Add from Local.
the local client b. Browse to the location you saved the software image, select the image, and
Note: You should have already then click Open.
downloaded the image to the The software image uploads after you click Open.
local client.
Obtaining ONTAP software
images
Add a new software image from 5 click Add from Server.
the NetApp Support Site b. Inthe Add a New Software Image dialog box, enter the URL of the HTTP
server or FTP server on which you have saved the image that was
downloaded from the NetApp Support Site.
For anonymous FTP, you must specify the URL inthe ft p: //
anonymous @t pser ver format.
c. Click Add.
Select an available image Choose one of the listed images.

3. Click Validate to run the pre-update validation checks to verify whether the cluster is ready for
an update.

The validation operation checks the cluster components to validate that the update can be
completed nondisruptively, and then displays any errors or warnings. It also displays any
required remedial action that you must perform before updating the software.

Important: You must perform all of the required remedial actions for the errors before
proceeding with the update. Although you can ignore the remedial actions for the warnings,
the best practice is to perform all of the remedial actions before proceeding with the update.

4. Click Next.
5. Click Update.
Validation is performed again.

« When the validation is complete, a table displays any errors and warnings, along with any
required remedial actions to be taken before proceeding.

 If the validation is completed with warnings, you can choose to select the Continue update
with warnings checkbox, and then click Continue.

When the validation is complete and the update is in progress, the update might be paused
because of errors. You can click the error message to view the details, and then perform the
remedial actions before resuming the update.

After the update is completed successfully, the node reboots, and you are redirected to the
ONTAP System Manager login page. If the node takes a long time to reboot, you must refresh
your browser.

6. Log in to ONTAP System Manager.
7. Depending on the System Manager version that you are running, perform one of the following

steps to view the details and verify that the cluster is successfully updated to the selected
version

*  ONTAP 9.4 or earlier: Click Configuration > Cluster Update > Update History.
* ONTAP 9.5 or 9.6: Click Configuration > Cluster > Update > Update History.
* ONTAP 9.7 or later: Click Cluster > Overview
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Then in the right corner of the Overview pane, click the three blue vertical dots, and
Update History.

Related information
Launch Active 1Q
Active 1Q documentation

Viewing issues encountered during automated upgrades using ONTAP
System Manager

If issues are encountered during your automated upgrade, you can view EMS messages and details
in ONTAP System Manager.

Step
Click Events & Jobs > Events.

Resuming an upgrade after an error in the automated upgrade process

If an automated upgrade pauses because of an error, you can resolve the error and resume the
automated upgrade, or you can cancel the automated upgrade and complete the process manually.
If you choose to continue the automated upgrade, do not perform any of the upgrade steps
manually.

Steps

1. Depending on the System Manager version that you are running, perform one of the following
steps:

* ONTAP 9.4 or earlier: Click Configuration > Cluster Update.

* ONTAP 9.5 or 9.6: Click Configuration > Cluster > Update.

*  ONTAP 9.7 or later: Click Cluster > Overview
Then in the right corner of the Overview pane, click the three blue vertical dots, and
ONTAP Update.

2. Continue the automated update or cancel it and continue manually.

If you want to... Then...

Resume the automated updated  Click Resume.

Cancel the automated updated Click Cancel.
and continue manually



https://aiq.netapp.com/
https://docs.netapp.com/us-en/active-iq/
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Verifying your network configuration after upgrade

14

ONTAP 9.8 and later automatically monitors layer 2 reachability. After you upgrade from ONTAP
9.7x or earlier to ONTAP 9.8 or later, you should verify that each .network port has reachability to
its expected broadcast domain.

Steps
1. Verify each port has reachability to its expected domain:

network port reachability show -detail
A
reachabi lity-status

of
ok

indicates that the port has layer 2 reachability to its assigned domain.
2. See Verify your network configuration after upgrading.


https://docs.netapp.com/us-en/ontap/networking-app/
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Copyright
Copyright © 2021 NetApp, Inc. All rights reserved. Printed in the U.S.

No part of this document covered by copyright may be reproduced in any form or by any means—
graphic, electronic, or mechanical, including photocopying, recording, taping, or storage in an
electronic retrieval system—uwithout prior written permission of the copyright owner.

Software derived from copyrighted NetApp material is subject to the following license and
disclaimer:

THIS SOFTWARE IS PROVIDED BY NETAPP "AS IS" AND WITHOUT ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE,
WHICH ARE HEREBY DISCLAIMED. IN NO EVENT SHALL NETAPP BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

NetApp reserves the right to change any products described herein at any time, and without notice.
NetApp assumes no responsibility or liability arising from the use of products described herein,
except as expressly agreed to in writing by NetApp. The use or purchase of this product does not
convey a license under any patent rights, trademark rights, or any other intellectual property rights
of NetApp.

The product described in this manual may be protected by one or more U.S. patents, foreign
patents, or pending applications.

Data contained herein pertains to a commercial item (as defined in FAR 2.101) and is proprietary
to NetApp, Inc. The U.S. Government has a non-exclusive, non-transferrable, non-sublicensable,
worldwide, limited irrevocable license to use the Data only in connection with and in support of
the U.S. Government contract under which the Data was delivered. Except as provided herein, the
Data may not be used, disclosed, reproduced, modified, performed, or displayed without the prior
written approval of NetApp, Inc. United States Government license rights for the Department of
Defense are limited to those rights identified in DFARS clause 252.227-7015(b).

Trademark

NETAPP, the NETAPP logo, and the marks listed on the NetApp Trademarks page are trademarks
of NetApp, Inc. Other company and product names may be trademarks of their respective owners.

https.//www.netapp.com/company/legal/trademarks/

Machine translation
See important information about localized content at netapp.com.

https.//www.netapp.com/company/legal/machine-translation/
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